Hacﬁers Out

(AND YOUR PERSONAL DATA IN)

Social Media Tips from
the Nebraska Attorney General’s Office

e Don't give anyone access to your account.

e Make your profiles private.

e Set up two-factor authentication.

e Set up alerts for unrecognized logins.

e Change your password often and make sure it is complex.

e Don't save your password on third-party websites.

e Don't click on links sent to you by people you do not know.

e Remember to log out if you use someone else’s device.

e Don't message people you do not know.

e Back up your social media pictures and posts so you can still
access a copy if you are hacked.

e Scammers may send links through hacked accounts of people

you know. Check with your friends before clicking links they send.

Consumer Affairs Response Team | ProtectTheGoodLife.Nebraska.gov | 402-471-2682




